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To conduct a documentary review of literature focused on the use of artificial
intelligence (AI) as a tool in knowledge generation processes in higher
education, analyzing its impact, challenges, and ethical aspects, in a period of
time established between 2020 and 2025. The methodology used is a
documentary review with interpretive synthesis, a model that allows for the
selection of literature. In this case, search engines such as Scopus, Redalyc, and
Mendeley were used, 40 articles were found, and Excel was used to process the
information and create tables. The analysis identified several Al tools, including
Chat GPT, Copilot, Intelligent Tutoring Systems (ITS), Turnitin Al, GPZero,
Random Forest, Research Rabbit, Scispacet, and Rayyan (among others). On
the other hand, the main challenges for higher education institutions are
addressed, such as training teachers and students and the impact on resistance to
change, as it is a disruptive incremental innovation. Ethical issues regarding the
provision of information from Al are analyzed, although work still needs to be
done on the content, without forgetting that the main input is the human being.
Ten perceptions of ethics in different universities in Latin America, Spain, and
the Netherlands are analyzed. It is clear that Al is becoming another fundamental
tool for the entire HEI environment, which in turn will have a major impact on
continuous improvement and involves all actors in the system. The great
challenge now is to begin implementing procedures and building trust in order to

address the immersion of this technology in academic training spaces.

Introduction

Artificial intelligence (AI) has emerged in the last two decades as one of the most disruptive technological

pillars, generating incremental innovation in economic, social, and educational environments. In the field of

higher education, its incorporation has led to a series of profound transformations in academic management,

teaching, research, administrative processes, and institutional decision-making. The literature review included in

this article highlights the trend in higher education toward the use of tools such as ChatGPT, Gemini, Copilot,

Research Rabbit, and intelligent tutoring systems, demonstrating that the processes of learning personalization,

teacher support, and resource optimization are key to their immersion. These tools have driven new teaching

methodologies based on flexibility, immediate feedback, and student autonomy, contributing to the

improvement of educational quality. However, rapid technological adoption also raises questions about
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institutional capacity to manage change, teacher training, data governance, and digital equity in universities. As
emphasized by Ruiz Muifloz et al. (2024) and Carvajal Chavez (2024), the integration of Al promotes innovation
in educational practices, and Al systems are revolutionizing curriculum planning and learning assessment,

leading us to internalize that this technology has arrived to transcend the educational space.

Several studies, including Medina Romero (2024), Diaz Ancco et al. (2024), and Renteria Garcia (2024), point
out that higher education institutions (HEIs) face multiple challenges in achieving critical and responsible
appropriation of Al, among which the absence of regulatory policies, a lack of awareness and training for both
teachers and students, the coordination of government actors to generate policies for the integration of Al into
curricular structures as an integrated tool, resistance to change due to ignorance of the implications of Al use,
and, finally, the idea of replacing humans in some functions specific to the environment. This scenario requires
understanding Al not only as a tool, but also as an articulator that contributes to new pedagogical practices,

knowledge management, and institutional university culture.

On an ethical level, the incorporation of Al in higher education generates controversy regarding the protection
of personal data, transparency of information, academic ethics, and the scientific validity and reliability of
information. UNESCO (2022) emphasizes that the development of global regulatory frameworks and the
promotion of a culture of digital ethics are essential to ensure that Al contributes to social welfare and human
development without creating new forms of exclusion or technological dependence. For Rios Hernandez,
Mateus et al. (2024), the implementation of Al in higher education promotes an educational environment that is
accessible to all and ensures that technology is integrated ethically and effectively to enhance the quality and
personalization of the educational process. Finally, ethical issues related to Al, such as equity, privacy, and
algorithmic biases, are fundamental to ensuring that the use of these technologies does not perpetuate

inequalities or violate rights (Castillo Pindo et al. 2024).

This article aims to analyze experiences of using artificial intelligence as a productive tool in higher education,
identify the challenges faced by universities in its integration, and examine the ethical considerations associated
with its implementation. Through a documentary review of recent research, it seeks to provide a critical
understanding of the role of Al as an ally of educational quality, institutional sustainability, and the fulfillment
of the Sustainable Development Goals (ODSs), particularly ODS 4 (quality education), ODS 9 (industry,

innovation, and infrastructure), and ODS 11 (sustainable cities and communities).

Method

The methodology used in this analysis is a documentary review with interpretive synthesis, which, according to
Sobrido, Rumbo & Prieto (2018), is one in which a certain amount of information related to the topic studied is
identified, selected, and evaluated. A hermeneutic method is used as an interpretive process of the documents

found to discover, understand, and explain.

The document analysis was carried out in three phases:
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Conducting Research

Analysis and Selection of
Content

Figure 1. Search Stages

1. Selection of criteria: in this stage, the following criteria involved in the studies analyzed were focused
on: 1. Artificial intelligence in higher education, 2. Artificial intelligence tools in higher education, 3.
Generative artificial intelligence, 4. Ethics for the use of artificial intelligence in higher education, 5.
Industry 4.0 and higher education, 5. Relationship with the contribution to research processes.

2. Document selection and bibliometric analysis: for the selection and analysis, the following search
engines were chosen: Scopus, Redalyc, and Mendeley. The search yielded 9,989 articles related to the
following keywords: Artificial Intelligence, Higher Education Institutions, Generative Artificial
Intelligence, all with a timeline between 2020 and 2025.

3. Content analysis and selection: after analyzing the search criteria in the bibliography found, 40 articles

were selected to be addressed in the context of the paper.
Some exclusion criteria for documents: articles, papers, documents, and theses that did not meet academic and
scientific rigor. The analysis was carried out taking into account the relevance of contributions that relate

artificial intelligence and its articulation with current higher education, mainly in Latin America.

Search equation: Artificial Intelligence OR Artificial Intelligence Tools AND Higher Education AND
Knowledge Generation OR Ethics.

Results

The document review shows the following results:
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Table 1. Results of the Interpretative Document Review

Artificial intelligence as a key tool in knowledge generation processes in higher education.

Articles found Selected articles
Scopus 38 12
Redalyc 8454 12
Medeley 1497 16
9989 40

Source: Author's analysis, (2025)

Experience of Using Artificial Intelligence in Higher Education

The literature review refers to the evolution and use of Al in higher education institutions (HEIs) in recent years.
Al has emerged as one of the technologies that has generated disruption and change in various economic
activities around the world, especially in higher education. Its integration into HEIs has generated new practices
related to decision-making (for academic and administrative aspects) and teaching and learning processes for
professionals. Experiences with Al in this context are related to the use of tools, mainly Chat GPT, among
others related to generative Al, automated assistance, analytics, and prediction, models that allow for flexibility

and results oriented toward professional excellence.

These experiences not only demonstrate technological advances, but also the ethical, pedagogical, and
organizational challenges involved in integrating Al into university environments. The literature presents critical
thinking, articulation with the new Industry 5.0, the implementation of policies for good use, and the promotion
of ethics in the academic context as guidelines. In this sense, analyzing the use of Al as a key tool in higher
education processes allows us to understand its impact on educational innovation and its contribution to the

sustainability of the HEI environment based on globalization and competitiveness in the context.

Artificial Intelligence (Al) provides the potential to address some of the major challenges in education today,
innovate teaching and learning practices, and accelerate progress toward achieving SDG 4. In this regard,
Chamba Cuadros and Borroto Cruz (2025) argue that the active incorporation of emerging technologies into
learning processes is playing a crucial role in enriching and expanding human capabilities, as a result of the need
to create favorable conditions for student education and development. Likewise, artificial intelligence will
contribute to the development of essential skills for the future of work and society, helping students acquire the
necessary competencies (Ruiz Ruiz et al. 2025). As a contribution to the sustainable development agenda and its
articulation with education and the construction of sustainable cities, according to Pérez Velasco and Alvarez
Hernandez (2025), educators and political actors can implement Al application programs for the benefit of

students and contribute to future research and debate on the use of technology in educational processes.

In the experiential context, Al is credited with factors such as increased productivity in any organization and, in

conjunction with, for example, diagnosis based on knowledge management models and tools, it generates
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impactful innovations. In this research, it is clear to highlight this internalization and externalization of
knowledge in HEIs. In this context, the author Norman Acevedo (2023) reveals that with the help of Al, the
ability to adjust the content and pace of teaching and learning is enhanced, taking into account a more accurate
characterization of the specific needs of each student. Al, blended courses, open educational resources (OER),
and microcredentials will continue to be present in the university world. Castellanos Lopez (2022) in relation to
Norman Acevedo (2024), suggests that equipping students with the skills necessary to interact with Al will

allow them to stand out in the job market and adapt to the constant changes in the knowledge economy.

Concluding the experiences discussed by various authors in relation to the use of Al in HEIs, the application of
Al in the teaching of programming has made it possible to personalize students' learning according to their
needs, by adapting language instructions to learning styles, developing algorithms or flowcharts, conducting
code syntax assessments, and creating customized exercises (Mufioz Andrade, 2023) . To that extent, Zavala
Cardenas et al. (2023) instruct that Al can adapt the teaching-learning process to the individual needs and
preferences of each student, offering learning resources and activities tailored to their level of knowledge,
learning style, and pace of progress. In this mapping of experiential trends, Al is here to stay and become part of
learning processes as a tool and resource that, when framed within good practices and conscious ethics, is

efficient and generates competitiveness in the educational environment.

Artificial Intelligence as a Key Tool in Higher Education Processes

Al has various tools at its disposal. Based on the analysis of articles, it will be possible to visualize some of

those addressed based on their use in higher education.

Table 2. Artificial Intelligence Tools in Higher Education

Item Author Article Tool Description Search Country  Year
engine
1 Sanchez Generative ChatGPT Design, validation, Scopus Spain 2025
Prieto et al. artificial and pilot
(2025) intelligence for implementation
self-learning in process of four
higher prompts developed
education: in the ChatGPT
Design and tool by a group of
validation of an research
example methodology
machine teachers.
2 Oseda Gago Use of artificial Rayyan, Collecting Scopus Peru 2025

etal. (2025) intelligence as Consensus, information
a resource to Research from academic

enhance Rabbit, articles, grouping
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Item Author Article Tool Description Search Country  Year
engine
research skills  Scispacet relevant
and critical information, using
thinking in specific filters to
higher refine the
education information
3 Lépez Teacher Turnitin AT They detect Al- Redalyc  Ecuador 2025
Vasco etal. training in GPTZero  generated content,
(2025) Generative Al: but their accuracy
ethical impact remains
and challenges questionable due to
in higher limitations in
education identifying
manually reworded
texts
4 Nuong Deri Leveraging Intelligent  ITSs use artificial ~ Scopus India- 2024
et al. (2024) Artificial tutoring intelligence to Ghana
Intelligence in ~ systems provide
Higher TS) personalized
Educational tutoring and
Institutions: A support. These
Comprehensive systems simulate
Overview individualized
human tutoring by
assessing students'
understanding and
offering specific
feedback and
explanations.
5 Herndndez  Advantages Gemini, Generate content  Scopus Mexico 2024
Gonzalez et and risks of CoPilot, that radically
al. (2024) Generative Microsoft's  transforms the
Artificial BingChat,  teaching-learning
Intelligence and process, thereby
from higher Google's opening up new
education Bard opportunities and
students' challenges for

perception in

Mexico

Higher Education

Institutions
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Item Author Article Tool Description Search Country  Year
engine
(HEIS).
6 Forero Techniques and Random It is a supervised Mendeley Spain 2024
Corba and  applications of Forest learning technique
Negre machine with a high
Bennasar, learning and probability of
(2024) Artificial prediction.
Intelligence in Combined with Al,
education: a it generates
systematic relevant research
review results.
systematic
7 Ordofiez Impact of DALL-E2  This platform is Mendeley Ecuador 2024
Garcia et al. artificial best known for its
(2024) intelligence on ability to create
teacher training images based on
for higher text written by
education users. This artificial
intelligence system
can create surreal
images on any
topic.
8 Ortiz Artificial Midjourney It is an Mendeley Ecuador 2024
Velasco and intelligence in artificial
Ortiz higher intelligence tool for
Velasco, education creating images.
(2024) With the ability to
generate images
from
text descriptions
9 Sanabria Artificial Expert System that Redalyc  Costa 2024
Medina and intelligence for systems - supports students in Rica
Regil recommending AgentGeom acquiring
Vargas, resources in strategic and
(2024) online argumentative
education skills involved in

problem solving,
particularly

geometric problems
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Item Author Article Tool Description Search Country  Year
engine
10 Tomas Artificial Educational The predictions are Mendeley Argentina 2023
Bellomo, intelligence Big Data made available to
(2023) in higher course tutors and
education: support teams
an analytical via easily
assessment accessible
dashboards,

enabling them to
consider the

the most
appropriate
support. The
overall goal is to
prepare students
who may have
difficulty
completing their

courses

Source: Compilation of Scopus, Mendeley, and Redalyc search engines, author analysis, (2025)

Challenges for Higher Education Institutions in Relation to the Use of Artificial Intelligence

The analysis of the articles identifies the challenges faced by higher education institutions in adopting and
strategically using artificial intelligence in academic, administrative, and knowledge management processes. In
terms of trends, the knowledge paradigms of Al use refer to Lopez Secanell et al. (2025), who suggest that the
limited integration of Al in informal spaces could be limiting its critical appropriation by students and teachers,
which has important implications for the development of comprehensive digital skills. in this sense,
collaboration between educators, instructional designers, researchers, and Al developers is essential to establish
pedagogical principles that balance technological innovation with the preservation of human elements (Chiappe

et al. 2025).

Al represents significant potential for optimizing teaching, improving learning analytics, and strengthening
institutional decision-making. The articles analyzed offer perspectives on the future implications for HEIs. For
Perezchica Vega et al. (2024) it is also the responsibility of HEIs themselves to have teacher training
mechanisms in place to help guide their staff in the knowledge and mastery of these tools, their correct use and
application, as well as to incorporate into academic discussion the opportunities and risks that Generative

Artificial Intelligence (GAI) poses for academic work.
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It is necessary to propose scenarios that sensitize the different actors in educational spaces to understand that
teachers will not be displaced and that there is no dehumanization. In fact, at this moment, the scenario of
Education 4.0 and Industry 5.0 is being proposed, where one of the key factors is the human being as a catalyst
for different global environments, in this case, HEIs. While AI offers significant advantages in optimizing
academic performance, personalizing learning, and improving educational decision-making, it is crucial to
address its limitations and ethical challenges in order to maximize its potential in contemporary education

(Orozco Morales & Osorio Garcia, 2024).

Consequently, some of the insights presented below offer a comprehensive view of the main challenges that
HEIs must face to ensure that Al becomes established as a tool for educational quality. It is necessary to provide
access to low-cost models for the development of Al technologies, thus guaranteeing access to low-income
countries and vulnerable social sectors, involving them in key debates for society, training them in advanced
digital skills, and bringing them closer to the digital society (Blanco Torres et al. 2024). Taking into account the
concept of the sustainable development agenda with goals such as ODS 4, ODS 9, and ODS11, in this context,
Gonzalez Campos et al. (2024) state that Al has achieved widespread use in various fields of work, which is
why changes in the approaches to public education policies throughout the education system are urgently
needed, but mainly in the university education system. One of the most significant challenges is the training or
level of knowledge that teachers and students must have in order for the use of this technology to reach the
desired level (Zamora Varela & Mendoza Encinas, 2023). This shows that knowledge management and change
management in HEIs need to be strengthened in terms of technological immersion, especially in the

incorporation of Al as a tool that is here to stay and will enable higher quality standards in higher education.

Ethical Considerations of the Use of Artificial Intelligence in Higher Education

Among the considerations, the praxis in the context of higher education in relation to Al is evident. Below is an

analysis of the different studies that address ethics.

Table 3. Ethical Issues Surrounding the Use of Artificial Intelligence in Higher Education

Z Author Article Contribution Search Year Country
engine
1 Quiceno Artificial The absence of apparent Redalyc 2025 Peru
Osorio, intelligence and the ~ consequences in reality,
(2025) risk of a reversed beyond virtuality,
analogy erodes the moderating

influence of ethics on

users.
2 Puche Artificial It is necessary to Redalyc 2025 Venezuela
Villalobo, intelligence and promote a culture of
(2025) academic fraud in academic integrity,
the university which is essential for
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Author Article Contribution Search Year Country

engine

context reducing the incidence

of academic fraud.

Comas Is it ethical to use There are a number of  Redalyc 2025 Ecuador

Rodriguez, artificial intelligence undesirable effects in

(2025) tools in the research when Al tools
development of are used improperly,
scientific articles? such as overfitting, data

snooping, and p-hacking

(false evidence).

Recio The question of Ethics is not just about ~ Redalyc 2025 Ecuador
Sastre, teaching ethics asa  gathering information,
(2025) limit to artificial and a code of ethics is

intelligence not only acquired by

virtue of absolute
values, because
sometimes situations
arise in practice that
require decisions that
are not systematized
according to an

established doctrine.

Recalde Analysis of the Concerns about student ~ Scopus 2024 Ecuador
Drouet, repercussions of data privacy, equity in

Tello Artificial access to advanced

Salazar, & Intelligence in the educational

Charro Personalization of technologies, and the

Dominguez, the Virtual potential amplification

(2024) Educational Process of algorithmic bias are

in Higher Education critical issues that

Programs require attention.

Vélez The use of artificial ~ An ethical framework Redalyc 2024 Chile
Rivera et al. intelligence in higher for the use of Al in
(2024) education and its education is essential for

ethical implications. sharing an ethical vision

Systematic literature ~with all actors involved

mapping in the educational

process, starting with
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y/ Author Article Contribution Search Year Country
engine
the creation of Al.
7 Gallent The impact of It is essential to take Redalyc 2023 Spain
Torres et al. generative artificial ~ action in favor of
(2023) intelligence on of an ethical,
higher education: a  responsible, and reliable
perspective from IAG. Therefore, rather
ethics and academic  than resisting change or
integrity. prohibiting its use, we
should commit to its
effective integration into
the learning process.
8 Florez Design thinking and ~ Creation of a proactive ~ Redalyc ~ 2023 Netherlan
Rojas, ethical frameworks  digital ethics program to ds
(2023) for Artificial prevent some of the
Intelligence: existing concerns related

a look at multi-
stakeholder

participation

to the large-scale
adoption of Al around

the world.

Source: Scopus and Redalyc search engine compilation, author analysis, (2025)

To conclude this section on ethical considerations, it is pertinent to quote UNESCO :

"Member States should promote and support research on Al, in particular research on the ethics of Al

for example by investing in this type of research or by creating incentives for the public and private

sectors to invest in this field, recognizing that research contributes significantly to the further

development and improvement of Al technologies with a view to promoting international law and the

values and principles set out in this Recommendation.” (UNESCO, 2022) .

Discussion and Conclusion

Artificial intelligence (AI) has become a structural component of contemporary educational processes,
especially in higher education institutions (HEIs). However, the integration of these technologies generates
divergence in terms of good practices. The discussion considers aspects such as teacher training, students,
investment in technology, government support, and ethics, which are intertwined in the redefinition of

educational models and professional training in the new era.

The personalization of educational processes must be accompanied by teachers and a process of awareness-

raising and digital training geared toward constructive criticism, which allows students to understand not only
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how to use technology, but also how to evaluate its impacts, its integration into research processes, and the
results of professional integration. The literature shows that the risk of dependence on the use of different Al
tools can limit students' reflective and creative abilities if it is not integrated into a constructivist and ethically

oriented pedagogical approach.

At the institutional level, the discussion focuses on the role of universities as agents of change in the face of
Industry 4.0 immersion. HEIs cannot limit themselves to adopting digital tools; they must develop technological
governance policies that regulate the implementation of Al in line with their educational mission. As a result, a
space for reflection and shared responsibility between teachers, students, and technology developers is
proposed. Across the board, the discussion suggests that Al should be understood as a means to strengthen
educational quality and institutional sustainability. Higher education in the future requires balancing
technological efficiency with comprehensive human development, promoting a vision in which technology
complements rather than replaces the creativity, empathy, and critical thinking skills that characterize human
beings. As a contribution to the proposal, the references by Lara Andino et al. (2023) and Jimbo Santana et al.
(2023) reaffirm that Al influences students' learning processes as a generator of academic performance and

adaptation to specific needs.

Analysis of experiences with the use of artificial intelligence in higher education leads to the conclusion that this
technology has an impact on teaching, learning, decision-making, and administrative processes in the university
context. Higher education institutions are more productive when they use the various tools that Al allows them
to incorporate into the different functions related to students, teachers, and administrators. In this sense,
ChatGPT, intelligent tutoring systems, academic search engines, and predictive algorithms are a means of
personalizing learning and promoting organizational efficiency. Addressing the impact of Al as a productivity
tool in HEIs, authors Villegas José and Delgado Garcia (2024) state that it allows for the personalization of

learning experiences and offers significant potential in terms of teaching practices and educational innovation.

In terms of challenges, the results show that HEIs face significant limitations associated with the lack of
institutional policies, poor teacher training in advanced digital skills, and the absence of an academic culture that
encourages the critical appropriation of Al. The literature agrees that higher education must migrate towards
models of technological governance that articulate innovation and humanism. In this context, institutional
support and the creation of an enabling environment are fundamental for the successful adoption of Al

technologies in higher education (Padilla Piernas & Martin Garcia, 2024).

Likewise, in the context of Latin America, there has been growing interest in the implementation of Al in
education with the aim of improving the quality and accessibility of education (Macias Lara et al., 2023). On the
other hand, Al can identify patterns and early signs of academic challenges and provide interventions to improve
retention and completion of educational programs (Chavez Granizo et al. 2024). The integration of Al requires
knowledge management and change management strategies that generate new cultures in the academic

environment.
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From an ethical perspective, it is necessary to establish regulatory frameworks and codes of conduct to guide the
responsible use of Al in university research and teaching. The main risks identified are information bias, data
privacy violations, and academic fraud. This generates interdisciplinary ethical reflection involving educators,
developers, government institutions, and actors involved in the process. In this context, authors such as Barcia
Cedeiio et al. (2024) and Tramallino and Marize Zeni (2024) refer to the importance of ethics from the

perspective of responsibility, equity, transparency, and justice.

Finally, Al is here to stay in university environments, but its true value lies in the ability to integrate it with
social responsibility, a humanistic vision, and critical thinking. Higher education in the future will not be
defined by technology itself, but by how it is articulated with ethical principles, pedagogical innovation, and the

mission of comprehensive training.

Future studies are invited to highlight the importance of using new technologies immersed in Industry 4.0,
including Al in the context of higher education, articulating models, tools, and ethical practices that will help
bridge gaps in education worldwide. In the face of these practices, we must not forget the humanization factor
(Industry 5.0), which is key to the success of a competitive and comprehensive process that contributes to

globalization trends and the sustainable development agenda.
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